A novel DWT-SVD based stenographic technique is presented. A QR-code payload guides the alternation of the singular-values of DWT blocks. This method can be used by smart phones, smart video-cameras for business and consumer applications. This method has high PSNR and SSIM and survived chi-square test with 100% message recovery.
I. INTRODUCTION
Multimedia content and systems are rapidly increasing in the industrial electronics area. Information secrecy of such content is of a high significance. Cryptography comes with different solutions; however, it has been proven that it can be broken by the steady progress of the art [1] . Therefore, considering robust and cheaper alternatives are unavoidable. One possible practical alternative is digital steganography. Steganography is an art of hiding secret data in an innocent looking container called cover data. This cover data may be any digital media such as digital image, audio, movie file etc. Usually the embedded secret data is called payload. Once the payload has been embedded into a cover media it may be transmitted to the receiver or posted in public place from where intended receiver can download it. Multimedia message passing in cell and iPhone are getting more popular day by day and sending secret message with stego-image would be an interesting addition.
Steganography algorithms have been developed using the different digital image file format. In the special domain, the most popular approach is the least significant bit (LSB). There exist several variations of this approach [2] . Chung et al. [3] for instance, proposed a singular value decomposition and vector quantization based image steganography with 37.002 dB PSNR. However, spatial domain steganography is venerable to blind steganalysis, meaning easily detected by statistical analysis such as chi-square test. On the other hand, DWT based methods are still in its infancy for steganography. Chen et al. [4] proposed a DWT based image steganography scheme where they embed their secret message in the high frequency components of the DWT using 2 LSB substitutions with wavelet coefficients of LH, HL, and HH Subbands. They obtained stego-image with PSNR difference in the range 39.0033 dB to 54.94 dB, however, they did not report any steganalysis on their method. Driskell et al. [5] achieve high image fidelity using Daubechie wavelet filter by substituting wavelet coefficients that fall below a threshold with coded letters. They also did not report any steganalysis on their method. The literature is scarce on methods that combine DWT-SVD on image steganography and has no QR-code steganographic methods.
II. QUICK RESPONSE (QR) CODE
QR code was introduced by Denso Wave in 1994. It is a 2-D code with control points that makes it easier to be interpreted by scanning equipment such as smart phones, digital camera and hand held scanner. Moreover, QR code error correction capability makes it ideal for steganography. For different version of QR code, there are different module configurations where modules refer to the black and white dots which construct the QR Code. The largest standard QR Code is V-40 symbol, which is 177x177 modules in size and can hold up to 4296 characters of alphanumeric data. For more information on QR code, you may refer to: http://www.denso-wave.com.
III. PROPOSED METHOD
A steganographic technique using DWT and SVD transform is proposed. We use a QR code generator to produce a payload (secret message) which is converted to one dimensional vector with a sequence of 1's and 0's. To embed the payload in DWT subbands (especially the LL subband), a degradation of the quality of the image is imminent. Hence, we chose to decompose the LL sub-band up to three levels to capture the mid-range frequency elements in those sub-bands (i.e., HL and LH). HH typically contains more edge related information of the image, then, the HL and LH pair is a better subband selection. Each subband LH and HL are divided into a numbers of nonoverlapping 16x16 blocks. There is evidence that any modification on image has less effect on 1st few SVs of the SVD decomposed image [6] . In this research we used the 1-D sequence of the QR code to alter the values of σ2 with either σ1 or σ3 according to the polarity (1 or 0) of the QR code sequence. Fig 1 is the flow chart of . The proposed method can be used in iterative manner, meaning, if we cannot recover the exact payload in the first time, we re-implement the process on stego-image until we obtain the payload. We take the stego-image and apply the following process again to ensure 100% extraction of the payload. The extraction process can be formulated as follows: 1. Apply up to 3 rd level DWT to the stego image I g . 2. Apply SVD on each 16x16 block of LH 1-to-3 and HL 1-to-3 subband of image I g . 3. Find the ratio between the 1 st and 2 nd singular value of each block of I g . Extracted values are then map into extracted one dimensional payload using the following equation:
where the value of T (threshold) value is in the range 1.1. Finally one-dimensional EP i is converted into 25x25 matrixes to construct the version-2 QR code.
IV. RESULTS AND DISCUSSION
In order to validate the image fidelity, and steganalysis of our steganography method, we have performed extensive simulation with MATLAB 7.9 on image database of Signal and image processing Institute (SIPI) of University of Southern California of which (137 images) we included only 6 test image's result. The QR code we have used as payload is shown in fig. 2 below.
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Message UNBC Computer Science It has been always observed close to 0 for all stego-images, so the probability for a random embedded message is low. In other words, nothing is hidden in our stego-image. 
V. COCLUSIONS
A novel QR code guided DWT-SVD steganographic technique for consumer and business applications is presented. We altered the 2 nd SV of DWT blocks' values in such a way that it does not change the stego-image quality and it does not violate the SVs (σ1, σ2,. .., σr) order. Also, we have introduced QR-code as payload to guide the alteration of 2 nd SV. We exploited the QR code self-correcting capability of up to 7% to reach 100% message recovery. Our simulation results for the SIPI (137 images) have similar SSIM and PSNR as those in Table 1 . Our message can be hidden in the images in more than 85% of the cases, and once it is embedded, it is 100% recoverable.
